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THE MAILING DATE OF THIS COMMUNICATION. 
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earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1)^ Responsive to communication(s) filed on 02 July 2001 . 
2a)D This action is FINAL. 2b)K This action is non-final. 

3) D Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 
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4) I3 Claim(s) 47-77 is/are pending in the application. 
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6) S Claim(s) 47-77 is/are rejected. 

7) D Claim(s) is/are objected to. 

8) D Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) 0 The specification is objected to by the Examiner. 
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application from the International Bureau (PCT Rule 17.2(a)). 
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15) Q Acknowledgment is made of a claim for domestic priority under 35 U.S.C. §§ 120 and/or 121. 
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DETAILED ACTION 



Information Disclosure Statement 

The information disclosure statements filed March 26, 2002 and April 15, 2002 have 
been placed in the application file and the information referred to therein has been 
considered as to the merits. 



Drawings 

The subject matter of this application admits of illustration by a drawing to 
facilitate understanding of the invention. Applicant is required to furnish a drawing 
under 37 CFR 1 .81 . No new matter may be introduced in the required drawing. 



Specification 

The disclosure is objected to because of the following informalities: 
A brief description and reference to the drawings as set forth in 37 CFR 1.74 is 
missing. 

Appropriate correction is required. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
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invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 47-77 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
U.S. patent 5,584,023 granted to Hsu and further in view of U.S. patent 5,815,571 
granted to Finley. 

Regarding claim 47, Hsu teaches a computer system that uses a transparent file 
transform mechanism for encrypting and decrypting files (see column 3, line 14 to 
column 4, line 26 and column 6, line 1 to column 18, line 7). The file transform 
mechanism provides transparent encryption/decryption services after receiving a 
change command to act on the file (see column 16, line 50 to column 17, line 39 and 
Figure 5B.) Hsu fails to specifically teach a mechanism for invoking or running a virus 
scan program on the files executed within the computer system. Finley teaches a 
computer system in which user programs are executed in a location where embedded 
viruses can be detected transparent to the user (see column 3, line 51 to column 6, line 
58). It would have been obvious to one of ordinary skill in the art at the time of the 
invention to combine Finley' s method of protection within a computer system with Hsu's 
computer system with transparent file transform services in order to prevent hackers 
from gaining access to the core operating system commands via embedded viruses 
[see Finley; column 1, lines 22-43]. 

Regarding claim 48, Hsu and Finley disclose everything claimed as applied 
above, (see claim 47) in addition Finley teaches running a virus scan (see column 3, 
line 51 to column 6, line 58). 
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Regarding claim 49, Hsu and Finley disclose everything claimed as applied 
above, (see claim 47) in addition Hsu teaches selecting a file from within another file 
(see column 6, line 1 to column 18, line 7). 

Regarding claim 50, Hsu and Finley disclose everything claimed as applied 
above, (see claim 49) in addition Hsu teaches creating a file containing the encrypted 
file and a portion of the second file that does not include the file (see column 6, lines 44- 



Regarding claim 51 , Hsu and Finley disclose everything claimed as applied 
above, (see claim 50) in addition Hsu teaches encrypted file located in a container (disk 
inode entries) (see column 6, lines 44-56). 

Regarding claim 52, Hsu and Finley disclose everything claimed as applied 
above, (see claim 47) in addition Hsu teaches selecting an algorithm from pre-selected 
criteria (see column 11, line 25 to column 12, line 53). 

Regarding claim 53, Hsu and Finley disclose everything claimed as applied 
above, (see claim 47) in addition Hsu teaches selecting an algorithm from a pre- 
selected algorithm (see column 11, line 25 to column 12, line 53). 

Regarding claim 54, Hsu and Finley disclose everything claimed as applied 
above, (see claim 47) in addition Hsu teaches inserting the file identifier according to a 
pre-selected criteria (see column 14, lines 41-58). 

Regarding claim 55, Hsu and Finley disclose everything claimed as applied 
above, (see claim 47) in addition Hsu teaches inserting the file identifier according to a 
pre-selected algorithm (see column 14, lines 41-58). 



56). 
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Regarding claim 56, Hsu and Finley disclose everything claimed as applied 
above, (see claim 47) in addition Hsu teaches plural encryption key values an at least 
one associated with a user (see column 6, lines 44-56). 

Regarding claim 57, Hsu and Finley disclose everything claimed as applied 
above, (see claim 56) in addition Hsu teaches an access authentication step (see 
column 14, line 59 to column 16, line 65). 

Regarding claim 58, Hsu teaches a computer system that uses a transparent file 
transform mechanism for encrypting and decrypting files (see column 3, line 14 to 
column 4, line 26 and column 6, line 1 to column 18, line 7). The file transform 
mechanism provides transparent encryption/decryption services after receiving a 
change command to act on the file (see column 16, line 50 to column 17, line 39 and 
Figure 5B.) Hsu fails to specifically teach a mechanism for invoking or running a virus 
scan program on the files executed within the computer system. Finley teaches a 
computer system in which user programs are executed in a location where embedded 
viruses can be detected transparent to the user (see column 3, line 51 to column 6, line 
58). It would have been obvious to one of ordinary skill in the art at the time of the 
invention to combine Finley's method of protection within a computer system with Hsu's 
computer system with transparent file transform services in order to prevent hackers 
from gaining access to the core operating system commands via embedded viruses 
[see Finley; column 1, lines 22-43]. 

Regarding claim 59, Hsu teaches a computer system that uses a transparent file 
transform mechanism for encrypting and decrypting files (see column 3, line 14 to 
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column 4, line 26 and column 6, line 1 to column 18, line 7). The file transform 
mechanism provides transparent encryption/decryption services after receiving a 
change command to act on the file (see column 16, line 50 to column 17, line 39 and 
Figure 5B.) Hsu fails to specifically teach a mechanism for invoking or running a virus 
scan program on the files executed within the computer system. Finley teaches a 
computer system in which user programs are executed in a location where embedded 
viruses can be detected transparent to the user (see column 3, line 51 to column 6, line 
58). It would have been obvious to one of ordinary skill in the art at the time of the 
invention to combine Finley's method of protection within a computer system with Hsu's 
computer system with transparent file transform services in order to prevent hackers 
from gaining access to the core operating system commands via embedded viruses 
[see Finley; column 1, lines 22-43]. 

Regarding claim 60, Hsu teaches a computer system that uses a transparent file 
transform mechanism for encrypting and decrypting files (see column 3, line 14 to 
column 4, line 26 and column 6, line 1 to column 18, line 7). The file transform 
mechanism provides transparent encryption/decryption services after receiving a 
change command to act on the file (see column 16, line 50 to column 17, line 39 and 
Figure 5B.) Hsu fails to specifically teach a mechanism for invoking or running a virus 
scan program on the files executed within the computer system. Finley teaches a 
computer system in which user programs are executed in a location where embedded 
viruses can be detected transparent to the user (see column 3, line 51 to column 6, line 
58). It would have been obvious to one of ordinary skill in the art at the time of the 
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invention to combine Finley' s method of protection within a computer system with Hsu's 
computer system with transparent file transform services in order to prevent hackers 
from gaining access to the core operating system commands via embedded viruses 
[see Finley; column 1, lines 22-43]. 

Regarding claim 61, Hsu and Finley disclose everything claimed as applied 
above, (see claim 60) in addition Hsu teaches selecting a file from within another file 
(see column 6, line 1 to column 18, line 7). 

Regarding claim 62, Hsu and Finley disclose everything claimed as applied 
above, (see claim 61) in addition Hsu teaches encrypted file located in a container (disk 
inode entries) (see column 6, lines 44-56). 

Regarding claim 63, Hsu and Finley disclose everything claimed as applied 
above, (see claim 62) in addition Hsu teaches creating a file containing the encrypted 
file and a portion of the second file that does not include the file (see column 6, lines 44- 
56). 

Regarding claim 64, Hsu and Finley disclose everything claimed as applied 
above, (see claim 63) in addition Hsu teaches a third file (disk inode entries) (see 
column 6, lines 44-56). 

Regarding claim 65, Hsu and Finley disclose everything claimed as applied 
above, (see claim 64) in addition Hsu teaches decryption by an appropriate method 
(see column 12, lines 45-49). 
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Regarding claim 66, Hsu and Finley disclose everything claimed as applied 
above, (see claim 64) in addition Hsu teaches recreating the second file after decrypting 
the file (see column 6, lines 44-56 and column 1 1 , line 25 to column 16, line 49). 

Regarding claim 67, Hsu and Finley disclose everything claimed as applied 
above, (see claim 66) in addition Finley teaches running a virus scan (see column 3, 
line 51 to column 6, line 58). 

Regarding claim 68, Hsu teaches a computer system that uses a transparent file 
transform mechanism for encrypting and decrypting files (see column 3, line 14 to 
column 4, line 26 and column 6, line 1 to column 18, line 7). The file transform 
mechanism provides transparent encryption/decryption services after receiving a 
change command to act on the file (see column 16, line 50 to column 17, line 39 and 
Figure 5B.) Hsu fails to specifically teach a mechanism for invoking or running a virus 
scan program on the files executed within the computer system. Finley teaches a 
computer system in which user programs are executed in a location where embedded 
viruses can be detected transparent to the user (see column 3, line 51 to column 6, line 
58). It would have been obvious to one of ordinary skill in the art at the time of the 
invention to combine Finley's method of protection within a computer system with Hsu's 
computer system with transparent file transform services in order to prevent hackers 
from gaining access to the core operating system commands via embedded viruses 
[see Finley; column 1, lines 22-43]. 

Regarding claim 69, Hsu teaches a computer system that uses a transparent file 
transform mechanism for encrypting and decrypting files (see column 3, line 14 to 
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column 4, line 26 and column 6, line 1 to column 18, line 7). The file transform 
mechanism provides transparent encryption/decryption services after receiving a 
change command to act on the file (see column 16, line 50 to column 17, line 39 and 
Figure 5B.) Hsu fails to specifically teach a mechanism for invoking or running a virus 
scan program on the files executed within the computer system. Finley teaches a 
computer system in which user programs are executed in a location where embedded 
viruses can be detected transparent to the user (see column 3, line 51 to column 6, line 
58). It would have been obvious to one of ordinary skill in the art at the time of the 
invention to combine Finley' s method of protection within a computer system with Hsu's 
computer system with transparent file transform services in order to prevent hackers 
from gaining access to the core operating system commands via embedded viruses 
[see Finley; column 1, lines 22-43]. 

Regarding claim 70, Hsu and Finley disclose everything claimed as applied 
above, (see claim 69) in addition Hsu teaches an environment for inter-networked 
computer systems where a file (message) can be obtained by a user (see column 3, line 
14 to column 4, line 26). 

Regarding claim 71, Hsu teaches a computer system that uses a transparent file 
transform mechanism for encrypting and decrypting files (see column 3, line 14 to 
column 4, line 26 and column 6, line 1 to column 18, line 7). The file transform 
mechanism provides transparent encryption/decryption services after receiving a 
change command to act on the file (see column 16, line 50 to column 17, line 39 and 
Figure 5B.) Hsu fails to specifically teach a mechanism for invoking or running a virus 
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scan program on the files executed within the computer system. Finley teaches a 
computer system in which user programs are executed in a location where embedded 
viruses can be detected transparent to the user (see column 3, line 51 to column 6, line 
58). It would have been obvious to one of ordinary skill in the art at the time of the 
invention to combine Finley's method of protection within a computer system with Hsu's 
computer system with transparent file transform services in order to prevent hackers 
from gaining access to the core operating system commands via embedded viruses 
[see Finley; column 1, lines 22-43]. 

Regarding claim 72, Hsu and Finley disclose everything claimed as applied 
above, (see claim 71) in addition Hsu teaches decrypting a portion of the file identifier 
before validating the decryption key value (see column 6, line 1 to column 18, line 7). 

Regarding claim 73, Hsu and Finley disclose everything claimed as applied 
above, (see claim 72) in addition Hsu teaches encrypting the file identifier before 
validating the decryption key value (see column 6, line 1 to column 18, line 7). 

Regarding claim 74, Hsu teaches a computer system that uses a transparent file 
transform mechanism for encrypting and decrypting files (see column 3 t line 14 to 
column 4, line 26 and column 6, line 1 to column 18, line 7). The file transform 
mechanism provides transparent encryption/decryption services after receiving a 
change command to act on the file (see column 16, line 50 to column 17, line 39 and 
Figure 5B.) Hsu fails to specifically teach a mechanism for invoking or running a virus 
scan program on the files executed within the computer system. Finley teaches a 
computer system in which user programs are executed in a location where embedded 
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viruses can be detected transparent to the user (see column 3, line 51 to column 6, line 
58). It would have been obvious to one of ordinary skill in the art at the time of the 
invention to combine Finley' s method of protection within a computer system with Hsu's 
computer system with transparent file transform services in order to prevent hackers 
from gaining access to the core operating system commands via embedded viruses 
[see Finley; column 1, lines 22-43]. 

Regarding claim 75, Hsu teaches a computer system that uses a transparent file 
transform mechanism for encrypting and decrypting files (see column 3, line 14 to 
column 4, line 26 and column 6, line 1 to column 18, line 7). The file transform 
mechanism provides transparent encryption/decryption services after receiving a 
change command to act on the file (see column 16, line 50 to column 17, line 39 and 
Figure 5B.) Hsu fails to specifically teach a mechanism for invoking or running a virus 
scan program on the files executed within the computer system. Finley teaches a 
computer system in which user programs are executed in a location where embedded 
viruses can be detected transparent to the user (see column 3, line 51 to column 6, line 
58). It would have been obvious to one of ordinary skill in the art at the time of the 
invention to combine Finley's method of protection within a computer system with Hsu's 
computer system with transparent file transform services in order to prevent hackers 
from gaining access to the core operating system commands via embedded viruses 
[see Finley; column 1, lines 22-43]. 

Regarding claim 76, Hsu teaches a computer system that uses a transparent file 
transform mechanism for encrypting and decrypting files (see column 3, line 14 to 
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column 4, line 26 and column 6, line 1 to column 18, line 7). The file transform 
mechanism provides transparent encryption/decryption services after receiving a 
change command to act on the file (see column 16, line 50 to column 17, line 39 and 
Figure 5B.) Hsu fails to specifically teach a mechanism for invoking or running a virus 
scan program on the files executed within the computer system. Finley teaches a 
computer system in which user programs are executed in a location where embedded 
viruses can be detected transparent to the user (see column 3, line 51 to column 6, line 
58). It would have been obvious to one of ordinary skill in the art at the time of the 
invention to combine Finley' s method of protection within a computer system with Hsu's 
computer system with transparent file transform services in order to prevent hackers 
from gaining access to the core operating system commands via embedded viruses 
[see Finley; column 1, lines 22-43]. 

Regarding claim 77, Hsu teaches a computer system that uses a transparent file 
transform mechanism for encrypting and decrypting files (see column 3, line 14 to 
column 4, line 26 and column 6, line 1 to column 18, line 7). The file transform 
mechanism provides transparent encryption/decryption services after receiving a 
change command to act on the file (see column 16, line 50 to column 17, line 39 and 
Figure 5B.) Hsu fails to specifically teach a mechanism for invoking or running a virus 
scan program on the files executed within the computer system. Finley teaches a 
computer system in which user programs are executed in a location where embedded 
viruses can be detected transparent to the user (see column 3, line 51 to column 6, line 
58). It would have been obvious to one of ordinary skill in the art at the time of the 
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invention to combine Finley's method of protection within a computer system with Hsu's 
computer system with transparent file transform services in order to prevent hackers 
from gaining access to the core operating system commands via embedded viruses 
[see Finley; column 1, lines 22-43]. 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Matthew B Smithers whose telephone number is (703) 
308-9293. The examiner can normally be reached on Monday-Friday (9:00-5:30) EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on (703) 305-1830. The fax phone 
numbers for the organization where this application or proceeding is assigned are (703) 
746-7239 for regular communications and (703) 746-7238 for After Final 
communications. 

Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the receptionist whose telephone number is (703) 305- 
3900. 



Conclusion 



Matthew Smithers 
July 5, 2002 




